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Like an “honest data broker” a data trust is responsible for holding pertinent information on
behalf of its beneficiaries, and actively links it to other data sources. By connecting various
and diverse data producers, the trust creates a common open data infrastructure to which
it provides limited access based on the specific needs of the applicant. This transparent
brokering is especially useful for community and other interest group members wanting
to combine their data and assert data rights for their collective benefit. This concept has
inspired not-for-profit and public utility frameworks for data trusts that propose different
opportunities for their fiduciary and governance duties to pursue public interests with
public data, without recourse to the profit motives and technology-first, data-based
solutions like those commonly associated with Big Tech companies.
The logic that underpins all not-for-profit data trust models is that data is a public, digital
infrastructure analogous to roads, railways, and energy networks. For this infrastructure to
be “trustworthy,” it needs to be sustainably funded and made openly accessible, without
compromising user privacy rights. As the Open Data Institute puts it: “A coherent data
infrastructure should be a baseline condition for a healthy, progressive society, and a
competitive global economy.” As part of this system, a data trust would be responsible for
iteratively providing, updating, and enforcing protocols – like the rules of the road – that
shape how stakeholders leverage a data infrastructure.
Considering this type of public data trust, we should ask: what kind of public data can be
accessed and used; who should be allowed to access it, and for what purpose? The most
common formats store data from government and public/private partnerships that is
“de-identified” and anonymous, meaning it is encrypted at-the-source and cannot be
used to re-identify an individual. Voluntary data donations by individuals and public/private
entities can also be a major data source for this type of trust framework. For example,
the UK BioBank (UKB) largely sources its health data from large-scale data donations
backed by guaranteed opt-out options. The long-standing cultural practice in the scientific
community of sharing information set a natural precedent for the aggregating platform/
trust model of the UKB, and between 2006 and 2010, it received donations and holds the
data of over 500,000 participants.
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Like a public utility, the UKB safely controls who can access its anonymized data store –
the largest and richest dataset of its kind – and makes it widely accessible to researchers
anywhere in the world pursuing public health objectives and developments concerning
common and life-threatening diseases. The Ada Lovelace Data and AI Institute emphasizes
that the UKB’s “data-donation” format reflects a nuanced collaborative data governance
model, whereby “legitimation, consent and pro-societal motives of data donors become
central to both the viability and the effectiveness of the approach” (42).
Although the UKB is fundamentally a public trust, third-party organizations can pay a
subscription fee for increased levels of access. Payment for data access offers a revenue
stream for this model, in addition to support from both foundations and government.
Ultimately, the advent of patient-led biobanks demonstrates the ability for some selfgovernance in managing a research resource derived from a community; and that
profit-driven data-hoarding and private data aggregation is not the only way. However,
it is important to note that UKB funding is obtained largely from the public sector and
foundations whose vision and objectives benefit from the existence of the Biobank like
Wellcome, Medical Research Council, and the Department of Health and Social Care.
The PLACE Organization, based in London, Berlin, Washington and Denver, is another
successful example of a “non-profit data trust” that was established to build and maintain
data infrastructure in the public interest. The organization makes primary mapping data
available in locales that are underserved by the current data economy to facilitate
effective analysis, investment, and decision-making. PLACE describes their fiduciary duties
in reference to the concept of club goods, as they produce and store data safely to make it
available for open membership. Crucially, PLACE is a registered 501 (c)(3) non-profit public
charity in the U.S., and as with the UKB, they are sustainably funded by relevant foundations
like the Omidyar Network and the Microsoft Planetary Computer.
A last example of existing non-profit data trusts is the EU-wide consortium DECODE. Future
trusts attempting this framework can gain valuable insight from their 2017-2019 “Citizen
Science Data Governance” (CSDG) pilot in Barcelona. The CSDG let residents use DECODE’s
cryptographic and blockchain technologies to anonymously share encrypted data with
their community about noise and environmental pollution levels collected by sensors
embedded in various neighborhoods. Participants were trained on how to set up and use
the sensors, and how to analyze the data collected so that they might influence city-level
decisions. Perhaps the best description of the pilot’s impact, and so its lesson for future
trusts is that the pilot “tackled the technical challenges of collating and storing a stream of
citizen-sensed data, while also enabling those citizens to control what information is shared
with whom, and under which conditions.” The pilot proved that by leading with governance,
a non-profit trust can safely collect and store citizen data, and provide a platform by which
communities can leverage their data rights for social value and benefit.
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Framework Challenges & Lessons From Sidewalk Labs
DECODE’s pilot is practically identical to what CIGI data trust expert Sean McDonald calls
a civic data trust, which works to guarantee that individual data privacy and preferences
are represented in the collective interest in a precisely municipal context. Unfortunately,
Sidewalk Labs (Alphabet) co-opted this framework and title for their Urban Data Trust
(UDT) as part of the Waterfront Toronto smart city project. Critics have pointed out that the
absence of sufficient public consultation and internal auditing, and without recourse to a
strong regulatory framework for data rights and sovereignty, Sidewalk’s proposed UDT was
too little and too late to convince Torontonians that their data and privacy would be secure.
If only by association, the reputation of civic non-profit trust models could suffer. However,
if a civic trust beyond name lead with governance literally informed by preeminent
data governance frameworks (like the GDPR, the Canadian Digital Charter, and the CARE
Principles for Indigenous Data Governance), such a framework could be the essential part
of smart cities to come because it would help the public develop solutions on its own terms
for the ecological, economic, and social justice issues facing municipalities today.
In the MaRS Institute’s report on data trust business models, they note the dearth of existing
case studies for not-for-profit trusts. This is in part because it is difficult for these trusts to
secure sustainable funding and continuity of vision/objectives, especially if the technologies
or priorities of their beneficiaries change. As we saw with the examples above, operations
are exclusively funded by the public sector and/or by foundations who stand to benefit from
the existence of the trust.
Despite current challenges, the major value proposition offered by such a framework is
the democratization of data across providers and consumers, and not just government
or large private companies; i.e. strategic, nuanced/novel partnerships over a multisided market of a given dataset. As a fully operational trust model, the not-for-profit
framework lays foundations for an inclusive digital economy and strengthens data
sharing between communities and organizations. It does this by strategically engaging
the public’s aggregate data in ways that create social and potentially economic value
that is distributed to a greater network of public sector stakeholders, including individual
community members. Moreover, we should take from the not-for-profit model its prioritizing
social value and the embeddedness of equity as an organizational ethos to inform bestpractices and their implementation even for those data trusts operating within different
funding structures. By committing to sustainable funding over profit, both public and private
data trust frameworks can cultivate fair and transparent data governance practices that
deliver public benefit and advances in social equity.
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